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CHAPTER 2

Basic Object Configuration

This chapter will get you started with the basic configuration of your Nagios server to provide
monitoring for hosts and services. I'll begin by describing how Nagios works, move on to how
itis configured, and then demonstrate how to create the basic configuration objects needed
for monitoring your environment. I'll cover a number of topics in this chapter that form the
basis for the principles and methods that Nagios uses to monitor your hosts and services. Some
of these topics I'll cover in detail, but others I'll just introduce you to and then address them
in greater detail in later chapters.

As a result of this process of gradual introduction, especially to the more advanced Nagios
topics, I recommend you also read and use the Nagios documentation. The Nagios documen-
tation is both expansive and highly detailed. It is a useful resource during the configuration
process. The Nagios documentation is provided in HTML form with your Nagios installation
and is viewable from the web console. The documentation is also available online at http://
nagios.sourceforge.net/docs/2_0/.

How Does Nagios Work?

Let’s quickly look at how the basics of Nagios work, starting with how to define your monitored
environment. You do this by defining a series of objects that represent the characteristics of the
environment being monitored. You begin by defining your assets to the Nagios server. Nagios
calls them hosts. Then you define the attributes and functions of these assets. Nagios calls these
services. Services can include attributes and functions such as an FTP daemon, an email server,
an application, or a database. Services can also include the attributes of a host or application—
for example, the amount of disk space free on a host or the number of transactions processed
by an application. You also need to define the people who manage these assets and how they
are contacted. These are the people who need to be notified if an event occurs on a host or serv-
ice. Nagios calls these people contacts.

Once you have defined your assets, their attributes, and your people to Nagios, then you
define the mechanisms for monitoring these assets or hosts and services. Nagios calls these
mechanisms commands. Commands generally use a plug-in (which we installed in Chapter 1),
binary, or script to check a service or host and return its state and status.

The act of monitoring hosts and services using a command is called a check. A check does
two things. First, it returns the results of its checking to the server—for example, if you were
monitoring disk space, then it would return the percentage of disk space free. Second, the check
results are used to determine the status of the host or service. If the results of the check vary
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from the conditions you have set, then the status of the host or service could change; if disk
space reaches above a threshold you have set, for instance, the status of a service could change.

This change usually triggers a notification. This is a message from Nagios telling you about
the change in your host or service. Notifications can be sent via a number of means: via email
or Short Message Service (SMS), or you can customize Nagios to send via a variety of other
mediums, such as to an Instant Messenger client. These notifications are sent to destination
addresses configured in your contact objects and are sent using a particular type of command
called a notification command.

So let’s look at an example. I have a host called kitten.yourdomain.com that runs my com-
pany’s email and web services, including Postfix, Apache, FTP, and DNS daemons. This host is
managed by John, who works for my company’s Unix Support team. John carries his Blackberry
everywhere with him and is notified of events on the kitten host via emails to his Blackberry.
John wants to know when any of the services on the kitten host are not responding and when
the disk space on the host reaches 95 percent.

So how do I set up this monitoring? Well, first  must define a host object to Nagios that
will specify the name and IP address of the kitten host. Next I define the services (through
service objects) I wish to monitor on that host and specify which commands to use to monitor
them. I include in the definition of the services being monitored when Nagios should check
each service. I also define the conditions to monitor for, when and how often to trigger a noti-
fication, and whom to notify. For example, I create a service for the Postfix daemon on the
kitten host. I tell Nagios that if it can’t connect to the Postfix server, it should send a notifica-
tion. Finally, I define a contact group and a contact object for John; the latter includes details
of his email address that Nagios will use to send notifications.

I then start the Nagios server and it will begin monitoring the kitten host. If it detects any
of the conditions I've defined, it will notify John so he can investigate and fix the problem.

In this chapter, I'll demonstrate how to create all the objects required for an example such
as this.

How Is Nagios Configured?

The Nagios server, the web console, and your monitoring configuration are controlled by a
series of configuration files that are usually located in the /usr/local/nagios/etc directory.
There are three types of configuration files. The first are the Nagios server and web console
configuration files, which handle the behavior of the server and web console. These files are
named nagios.cfg and cgi.cfg, respectively. I'll look at some of the options in these files that
support your monitoring configuration in this chapter. In later chapters I'll go into some of
the other options contained in these files in greater depth.

Tip 1 recommend you read through the sample nagios.cfg and cgi. cfg files as they are well docu-
mented and will offer considerable insight into the functioning of Nagios.

Resource files are the second type of configuration files. They are designed to hold sensi-
tive information, like database connection settings or macros that you want to hide from
general view—for example, preventing them from being seen from the web console. I'll dis-
cuss them briefly later in the “Defining Commands” section.
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Object configuration files are the third type of files. Objects include hosts, services, com-
mands, and other types of objects that can be defined to Nagios. Objects represent the core of
your Nagios configuration. Table 2-1 defines all the object types you can use with Nagios and
what they do.

Table 2-1. Nagios Object Types

Object Description

host Hosts are physical devices like servers, routers, and firewalls.

hostgroup Host groups are collections of hosts that generally have something in
common, like their type or location.

service Services run on hosts and can include actual services like SMTP or HTTP,
or metrics such as disk space.

servicegroup Service groups are collections of services that generally have something
in common.

contact Contacts are escalation or notification points that can potentially be
contacted when an event occurs.

contactgroup Contact groups are collections of contacts. All contacts need to be in a
contact group.

timeperiod Time periods are defined windows of time—for example, during business
hours.

command Commands are called by the check process to perform an action—for

example, a command to check the status of a host using the ping command.

servicedependency Allows a service or services to be dependent on other services.

serviceescalation Provides a notification escalation process for services.

hostdependency Allows a host or hosts to be dependent on other hosts.

hostescalation Provides a notification escalation process for hosts.

hostextinfo Host Extended Information changes and customizes the way hosts are

displayed on the Nagios web console.

serviceextinfo Service Extended Information changes and customizes the way services are
displayed on the Nagios web console.

In Table 2-1, I've referred to the object types by the names used in the configuration
files—for example, hostgroup. In this chapter, I'll interchangeably use this object name and
the expanded name, host group. The same logic will apply to other object types. In this chap-
ter I'll be principally looking at hosts and host groups, services and service groups, contact
and contact groups, time periods, and commands. In subsequent chapters, I'll cover the other
object definitions.

Tip This book principally focuses on new installations of Nagios 2.0. But if you’re upgrading from a previ-
ous version of Nagios, some of the object configuration syntax has changed. | recommend you read the
Nagios What’s New page at http://nagios.sourceforge.net/docs/2_0/whatsnew.html. Additionally,
there are some simple (use at your own risk) tools for migrating your configuration from Nagios 1.2 to 2.0
athttp://oss.op5.se/nagios/.
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Getting Started with Your Configuration

In order to get started with your Nagios configuration, it is useful to have a basis and a refer-
ence to build from. The sample configuration files you've installed provide an excellent basis
for building your own configuration, and I highly recommend you use them.

If you installed Nagios from source, you will have installed the sample configuration
files. These files are usually installed into the /usr/local/nagios/etc directory. All the
installed files have a suffix of -sample on the end of the file. In order to use these files, you
should remove the -sample suffix from the file. You can do that with this simple Bash script:

puppy# cd /usr/local/nagios/etc
puppy# for i in *-sample; do mv "$i" "${i%*-sample}";done

Two particular sample configuration files, minimal.cfg and bigger.cfg, contain examples
of all the possible object types you can define to Nagios. The minimal.cfg configuration file is
avery simple example of a Nagios configuration file. The bigger. cfg configuration file con-
tains a considerably more detailed Nagios configuration.

Tip If you installed Nagios from an RPM, then you should already have the correctly named configuration
files contained in the /etc/nagios directory. The files will have the -sample suffix already removed.

Specifying Your Configuration Files

So that the Nagios server knows about your configuration, you must define your configuration
files to the Nagios server. To do this, you specify your configuration files and their location in the
nagios.cfg file. To define the configuration files to the Nagios server, use the cfg_file directive.
Nagios server configuration directives are divided into two parts: the directive name and the
directive setting. These are separated by the = symbol like so:

directive=setting
Each directive should be on a new line. You can see an example of a Nagios directive here:

log file=/usr/local/nagios/var/nagios.log

Tip Directives can be commented out of the nagios.cfg configuration file by prefixing the line with a #
symbol. You can also use a # symbol to add comments to your configuration file. The sample nagios.cfg
file is heavily commented.

The cfg_file directive tells Nagios the name and location of your configuration files.
The setting is the full path to the configuration file being defined. In Example 2-1, you can see
the cfg_file section of the sample nagios.cfg file.
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Example 2-1. The cfg_file Directive in nagios.cfg

cfg_file=/usr/local/nagios/etc/checkcommands.cfg
cfg_file=/usr/local/nagios/etc/misccommands.cfg
cfg_file=/usr/local/nagios/etc/minimal.cfg
#icfg_file=/usr/local/nagios/etc/contactgroups.cfg
#icfg_file=/usr/local/nagios/etc/contacts.cfg

#cfg file=/usr/local/nagios/etc/dependencies.cfg
#icfg_file=/usr/local/nagios/etc/escalations.cfg
#icfg_file=/usr/local/nagios/etc/hostgroups.cfg
#icfg_file=/usr/local/nagios/etc/hosts.cfg
#icfg_file=/usr/local/nagios/etc/services.cfg
#icfg_file=/usr/local/nagios/etc/timeperiods.cfg
#icfg_file=/usr/local/nagios/etc/hostextinfo.cfg
#icfg_file=/usr/local/nagios/etc/serviceextinfo.cfg

In Example 2-1, a number of configuration files have been defined but only three of these
files—checkcommands . cfg, misccommands.cfg, and minimal.cfg—are not commented out. I'll
come back to the first two files later in this chapter, but the third file, minimal. cfg, is a sample
configuration file that contains examples of all of the available object types, combined into
one file.

You can define as many configuration files as you like to Nagios. Any files you do define,
however, must exist; otherwise, the Nagios server will return an error and fail to start. The data in
your configuration files also must be valid as it is parsed by the Nagios server prior to the server
starting. If the server detects invalid syntax or an illogical or invalid configuration, the Nagios
server will fail to start.

Note I'll look at starting and stopping the Nagios server in Chapter 3.

How you group and store your object definitions in your configuration files greatly depends
on your requirements. You can specify each object type in a separate file—for example, list all of
your host objects in one file. You can also combine all types of objects in a single file, as is done
in the sample configuration file, minimal. cfg. Or you could choose a different model and define
all objects from a particular site or geographical location in separate files, as I've done here:

cfg file=/usr/local/nagios/etc/india.cfg
cfg file=/usr/local/nagios/etc/california.cfg
cfg file=/usr/local/nagios/etc/australia.cfg

The cfg_file variables in Example 2-1 that are commented out reflect a configuration model
where each object type is contained in a separate file. Throughout this book I'll use this model of
configuration. Each object type will have its own separate file—for example, all the hosts con-
tained in one file, hosts.cfg, and all the contacts contained in another file, contacts.cfg. In
Example 2-2 I've commented out the sample configuration file (you could also simply delete
the line) and uncommented the configuration files I'll be using in this chapter. Later I'll add
other configuration files as we explore the remaining object types.
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Example 2-2. Individual Object Types Defined in Separate Files

cfg_file=/usr/local/nagios/etc/checkcommands.cfg
cfg_file=/usr/local/nagios/etc/misccommands.cfg
#cfg_file=/usr/local/nagios/etc/minimal.cfg
cfg_file=/usr/local/nagios/etc/contactgroups.cfg
cfg_file=/usr/local/nagios/etc/contacts.cfg

#cfg file=/usr/local/nagios/etc/dependencies.cfg
#icfg_file=/usr/local/nagios/etc/escalations.cfg
cfg file=/usr/local/nagios/etc/hostgroups.cfg
cfg file=/usr/local/nagios/etc/hosts.cfg

cfg file=/usr/local/nagios/etc/services.cfg

cfg file=/usr/local/nagios/etc/servicegroups.cfg
cfg_file=/usr/local/nagios/etc/timeperiods.cfg
#icfg_file=/usr/local/nagios/etc/hostextinfo.cfg
#cfg file=/usr/local/nagios/etc/serviceextinfo.cfg

Now I've uncommented or defined these configuration files to Nagios, I need to create empty
files to hold our configuration objects. I do this using the touch command, as you can see here:

puppy# cd /usr/local/nagios/etc

puppy# touch contacts.cfg contactgroups.cfg hosts.cfg hostgroups.cfge
services.cfg servicegroups.cfg timeperiods.cfg

puppy# 1ls *.cfg

bigger.cfg contacts.cfg misccommands.cfg  services.cfg
cgi.cfg hostgroups.cfg nagios.cfg timeperiods.cfg
checkcommands.cfg hosts.cfg resource.cfg

contactgroups.cfg minimal.cfg servicegroups.cfg

The touch command will create a series of empty files that I can fill with my configuration
objects.

Caution Having the empty files will still not allow the Nagios server to start. It will detect the empty files
and determine that no configuration objects have been defined and refuse to start. I'll have to define some
objects before | can start the Nagios server.

There is another way to define configuration files to the Nagios server: you can tell Nagios
to include all files with a . cfg extension contained in a specified directory using the cfg dir
directive. Example 2-3 shows how to use the cfg_dir directive.

Example 2-3. The cfg_dir Directive

cfg dir=/usr/local/nagios/etc/192.168.0
cfg dir=/usr/local/nagios/etc/192.168.1
cfg dir=/usr/local/nagios/etc/192.168.2
cfg dir=/usr/local/nagios/etc/192.168.3
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In Example 2-3 all files in the directories listed would be parsed by the Nagios server and
included in the configuration. This is useful if you have a large number of configuration files
and you want to further organize them into categories. For instance, you would create a direc-
tory to hold all hosts in a particular subnet while further dividing your objects into types inside
configuration files in that directory. Example 2-4 shows a model like this.

Example 2-4. Categorized Configuration Files

puppy# 1s -1 192.168.0

total 16

-IW-I--Y-- 1 nagios nagios 0 May 12 20:46 firewalls.cfg
-IW-I--Y-- 1 nagios nagios 0 May 12 20:46 routers.cfg
-IW-I--Y-- 1 nagios nagios 0 May 12 20:46 servers.cfg
-IW-T--Y-- 1 nagios nagios 0 May 12 20:46 switches.cfg

The 192.168.0 directory contains a series of configuration files that contain the definitions
of host objects of different types—for example, firewalls.cfg could hold the object defini-
tions for all the firewalls in the 192.168.0 subnet.

Finally, all configuration files should be owned by the user and group that is running the
Nagios server process. In our case, the user and group are both nagios. You should change their
ownership prior to attempting to start the Nagios server. The command on the following line
changes the ownership of all files ending in . cfg in the /usr/local/nagios/etc directory and
all directories below:

puppy# chown -R nagios:nagios /usr/local/nagios/etc/*.cfg

Defining Nagios Configuration Objects

Inside each configuration file that you specify to Nagios, you define the objects required for your
Nagios configuration. Each object definition is created by combining a series of directives. The
directives represent the attributes and settings of the object being defined. These directives can
either be unique to the type of object being defined—for example, a host object has a directive
that defines its address, or generic and applicable to a number of object definitions.

Some directives in an object definition are mandatory. For instance, for a host object defi-
nition you must provide a hostname and an address. If you do not provide these mandatory
directives in the object definition, the definition will not be valid. An invalid definition will cause
the Nagios server to fail when you attempt to start it. Other directives are optional, and exclud-
ing them will not impact the validity of the object definition. For each directive I examine, I'll
specify whether it is mandatory or optional to a particular object definition.

The directives are contained within an overarching directive called the define directive.
Example 2-5 shows the construction of a define directive.

Example 2-5. The define Directive

define object_type{
directivel setting
directive2 setting
directive3 setting

}
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As you can see from Example 2-5, the define directive consists of the directive name fol-
lowed by the name of the type of object you wish to define (see Table 2-1 for the available object
names). You would replace object type in Example 2-5 with the name of the object type you
wish to define—such as host for host objects, as you can see in the next few lines:

define host{
directivel setting

}

The name of the object type is followed directly (with no space in between) by an opening
{ bracket. On the following lines, with one directive to a line, are the directives describing that
object. These directives consist of the directive name and, separated by spaces or tabs, the
directive value. Finally, the define directive is closed with a } bracket.

You can also place comments in your object definitions by prefixing them with a ; symbol,
as you can see here:

define  object type{
directivel setting ; this is a comment

}

Defining Your First Host

In this section I'm going to look at host object definitions and also introduce quite a few of the
topics you'll need to understand about Nagios and how it operates. I'll look at each of these top-
ics when introducing the directives related to these topics. Many of these topics will also be used
with other object definitions, such as services. Indeed, many of the same directives used to define
hosts are also used to define services and other object types.

Host objects represent the physical devices on your network like servers, routers,
switches, or other pieces of infrastructure. Another way of looking at host objects is that they
are items or assets on your network that can be connected to via some sort of address—for
example, an IP address or a media access control (MAC) address. Each host object definition
consists of a large number of potential directives, some mandatory and some optional.! In
Example 2-6 I've provided a typical host definition that contains all of the mandatory direc-
tives required for a host definition. You must include at least these directives in your host
definition or the definition will be considered invalid.

Example 2-6. Host Object Definition

define host{

host_name kitten.yourdomain.com
alias Primary Sydney Server
address 192.168.0.1
check_period 24x7

max_check _attempts 1

1. You can see a full list of the host object directives at http://nagios.sourceforge.net/docs/2_0/
xodtemplate.html#host.
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contact_groups network team,field support
notification_interval 30

notification period 24x7

notification options d,u,r

}

Let’s look at Example 2-6 and see how it works. First, we've defined a host called kitten.
yourdomain.com with an address of 192.168.0.1 that we've described as our Primary Sydney
Server. We've defined that it should be checked during a time period called 24x7. If something
goes wrong, we want to send notifications during a time period called 24x7 to the network team
and the field support team. These notifications should be sent every 30 minutes. In this sec-
tion, I'll look at all the directives that define what I've just described. I'll also look at the further
directives available for your host definitions. To do this, I'll step through each major function
provided by the directives, starting with some basic directives and moving through checking
your host and configuring host notifications and then the remaining host definition directives.

Defining the Hostname and Address

Let’s start with some of the basic directives of a host definition, as shown in Table 2-2.

Table 2-2. Names and Address Directives

Directive Description Macro Mandatory?

host_name Name of the host $HOSTNAME$ Yes

alias Longer description of the host $HOSTALIASS Yes

address Address of the host $HOSTADDRESS$  No (but strongly recommended)

Table 2-2 contains four columns. The first two columns indicate the directive name and
description. The third and fourth columns indicate if the directive’s value can be used as a
macro and whether it is mandatory to the object definition. An object definition must have
all the required mandatory directives included in the definition to be valid. An invalid object
definition will result in Nagios failing to start. I'll discuss macros in a bit and in the “Defining
Commands” section later in this chapter.

The first directive you need to define is the host_name directive. This directive is the name
of the host being defined. Nagios calls this the short name of the host. It is used in other object
definitions to reference the host object. For example, when adding host objects to a host group,
you would refer to each host object by the name defined in the host_name directive. It is prefer-
able that you use the actual hostname of the host being defined in this field. This is because if
you don't specify an address for the host, Nagios will attempt to use Domain Name Service (DNS)
to resolve the contents of the host_name directive to find the address of the host. If DNS is unavail-
able or you suffer a DNS outage, Nagios will be unable to resolve the address of the host and
hence unable to monitor the host or any of its services.

The host_name directive can also be used as a macro. Macros are one of the most useful
features in Nagios. Macros are generally used in the commands you use to check hosts and
services. Instead of having to specify a particular hostname or address in each command, you
specify a macro, which is replaced at the time the command is run with the value required.
This allows you to define generic commands that can be used to monitor multiple hosts and
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services instead of having to define a command to monitor each host or service. I'll discuss
macros more in the “Defining Commands” section.

You can identify macros because they are prefixed and suffixed with the $ symbol—for
example, the value of the host _name directive is contained in a macro named $HOSTNAME$.

The host_name directive is linked to the next directive, alias, which defines a longer name
or description for the host object. This allows you to provide a more descriptive name for the
host object. The alias directive is also represented by a macro, $HOSTALIASS.

Note If you do not specify a value for the alias directive, it defaults to the value of the host_name
directive. This includes the value of the $HOSTALIAS$ macro.

The next directive, address, is used to define the address of the host. In most cases this
will be an IP address, but it can be any type of address that can be used to check the status of
the host. For instance, you could use radio frequency identification (RFID) addresses, a super-
visory control and data acquisition (SCADA) address, or a MAC address if you had a command
that could check the status of hosts using these types of addresses.

As I discussed earlier, if you don’t specify an address for the host and leave this directive
blank or exclude it, Nagios will try to use the contents of the host_name directive to determine
the address of the host. It will assume the connection is a TCP/IP connection and attempt to
resolve the value in the host_name directive using DNS. If it is not a TCP/IP connection, or you
do not have DNS resolution on your Nagios server, then you won't be able to check the host’s
status. This is also true if your DNS name resolution fails. Nagios will then also be unable to
check the host. I recommend you always specify an address for your host using this directive.

Tip The host address also has a macro associated with it, $HOSTADDRESS$. This is frequently used in
commands to specify the address of your host.

Parents, Host Groups, and Contact Groups

The next directives relate to defining other hosts that your host might be dependent on, any
groups of hosts it belongs to, and who to notify in the event that an error is detected on the
host. I've displayed the relevant directives in Table 2-3.

Table 2-3. Names and Address Directives

Directive Description Mandatory?
parents Specifies the parent hosts of this host No
hostgroups Specifies any host groups this host belongs to No

contact_groups Contact groups that should be notified for this host Yes
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The first directive in Table 2-3 is the parents directive. The parents directive lets you spec-
ify other assets that your host is dependent on to function. This could include a switch, router,
or firewall that your host relied on for connectivity. If the parent host is unavailable, all child
hosts will also be unavailable. Any parent hosts you define using the parents directive also need
to be defined to Nagios using host objects.

You specify any parent hosts in your parents directive using the value of the host_name
directive of the parent host or hosts. If one of these intervening hosts is not available when
checked by Nagios, all hosts for which that host is a parent will be changed to a state of
UNREACHABLE (see the “Host States” sidebar). You can specify multiple parent hosts in the
directive by separating them with commas:

parents melb _router,melb switchi,melb switch2

The next directive is the hostgroups directive. This directive lets you specify the host
group or groups that the host you are defining belongs to. Host groups are a means of group-
ing together like hosts—for example, by type or location. You can specify that the host belongs
to multiple host groups by specifying the list of host groups separated by commas:

hostgroups servers,aust_assets

The contact_groups directive is a list of the contact groups that should be notified when
there is a problem with this host. Contact groups are groupings of the people, or contacts, who
may need to be notified when an event or state change occurs. For instance, you could group
together all your Network Management staff or all the IT staff in a particular site into contact
groups.

You can specify multiple contact groups here by separating each group with commas.

You can see that in Example 2-6 where I've specified that the contact groups network team
and field support should be notified in the event of a problem with the kitten host.

Note All of your contacts should belong to at least one contact group. I'll discuss host and contact groups
further in the “Grouping Objects” section.

Checking the Host

Now you have defined the basics of your host, you need to define the directives that relate to
checking the host, including the command you want to use to check the host and when and
how often it should be checked. You can see these directives in Table 2-4.
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Table 2-4. Host Check Directives

Directive Description Mandatory?
check_command Command used to check the state of the host No
check_period Specifies when to perform checks of the host Yes
max_check_attempts The number of check attempts to make before gen- Yes

erating a notification
check_interval Period in between checks of the host No
active checks _enabled Specifies that active checks are enabled for this object No

passive_checks_enabled Specifies that passive checks are enabled for this object =~ No
check_freshness Enables freshness checks for this object No

freshness threshold Specifies the freshness threshold for this object No

The first of these directives is the check_command directive, which tells Nagios what com-
mand to use to check the state of the host object. Most host checks are performed to confirm
that the host is active and responding to checks; usually this is done with a ping.

If you do not include the check command directive in your host object definition or leave
it blank, Nagios will not check the state of the host. Nagios will assume the host is always up.
This is useful for hosts that are often off, such as printers or photocopiers. This prevents you
from receiving false positives for devices that have been deliberately turned off.

Tip The check_command is available as a macro called $HOSTCHECKCOMMANDS.

The check_command directive also has a related directive, host_check_timeout, in the
nagios.cfg configuration file. The host_check timeout directive controls how long Nagios
will wait for a response from the check command before timing out. By default, it set to
60 seconds:

host check timeout=60

If the timeout is reached, Nagios will assume the host is unavailable, put it in a DOWN state,
and log an error indicating that the command timed out. The timeout is mostly designed to
manage runaway checks that have not exited correctly. If necessary you should adjust this
to reflect the network latency in your environment. In most cases the default will be fine.

Note Il ook at commands in the “Defining Commands” section later in this chapter.

The next directive is check_period. This directive tells Nagios when it should check the
host. For example, you may wish to check some hosts all of the time and others only during
set periods. The check_period directive is linked to another object type, the timeperiod object.
The timeperiod object defines periods of time—for example, business hours Monday to Friday
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or 24 hours every day of the week. Nagios uses these defined time periods to specify when to
monitor or take action on events it detects. In Example 2-6 I've specified a time period called

24x7.T'll demonstrate how to define this period and others later in the “Defining Time Periods”

section. The value of the check_period directive should be the value of the timeperiod name
directive from the time period object definition. You can specify more than one time period
by separating them with commas.

The max_check_attempts directive tells Nagios how many times to retry checks on a host
when a check returns a non-0K state. Until Nagios has retried the checks the requisite number
of times it will not generate a notification. For example, Nagios checks the status of the kitten
host and determines that it is not responding. Rather than immediately change the status of
the host, Nagios rechecks the host the number of times specified in the max_check_attempts
directive. If at the end of this rechecking the host is still not responding, then Nagios will change
its state and, if configured to, generate a notification.

The setting of the directive is a numeric value. A value of 1 means that if one check fails
Nagios will generate a notification immediately. A value of 2 will result in Nagios checking the
host twice and if after the second check the result is still not 0K, then it will generate a notifi-
cation. You can specify as many extra checks as you like here. This directive is mandatory and
you should always specify a value of at least 1 even if you don’t want to check the status of
the host. As discussed earlier, if you want to disable host checking you can leave out the
check command directive or leave it blank.

HOST STATES

When Nagios checks a host or service, that check returns the state of that host or service. There are different
states for hosts and services. For hosts there are three possible states: OK and two error states, DOWN and
UNREACHABLE. The OK state indicates that the host is up and available. The DOWN state indicates that the host is
unavailable. For example, if you are using a ping to ascertain the status of the host, this means the ping was not
received and the host itself is unavailable or not able to be contacted by the Nagios server. The UNREACHABLE
state indicates that for some reason the command was unable to reach the host—for example, the network is
down. This doesn’t always mean your host is down but generally that the network or some network component
between your Nagios server and your host is unavailable. This is also the state used when you have defined
dependencies or parents for your hosts. When a host or hosts your host is dependent on has failed, your host

is usually marked as UNREACHABLE.

State types add another layer of complexity to your states. State types apply to both host and service
states. There are two state types: soft states and hard states. A soft state can almost be described as a
“pending” state. Let’s look at a brief example. A host object has the max_check_attempts directive set
to 3 check attempts. This means that if Nagios checks the host and it returns a state of DOWN, it will retry
a check of the host three times. In the period during these checks, Nagios considers the host to be in a soft
DOWN state. This means Nagios has not fully determined that it is actually DOWN and is waiting until all the
required checks have been performed before finalizing the state of the host. When Nagios has completed all
these retry checks and if the host still returns a DOWN state, then this state is now considered a hard DOWN
state. This indicates that Nagios now believes that the host is definitely DOWN and that a notification could be
generated (if Nagios is configured to do that). If, however, the host recovers from the DOWN state and returns
to an OK state during this period of checks, Nagios calls this a soft recovery. The host never reaches the hard
state and a notification is not generated. This soft and hard state model helps reduce the number of potential
false alarms.
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